BbigeneHHbIn 06paboTunkK
ANA OUNCTKU A aHHbIX

Ha3HayeHue LabsioHa

LLlabnoH npegHa3Ha4d4eH Anqa npoBepkKn LeslIoCTHOCTUN U 6e30nacHOCTW NOTOKa AaHHbIX,
NOCTYMNarOLWKNX Ha BXO4 CUCTEMbI, KOTOPad no3BoJziIdA€T CHU3NTb NOBEPXHOCTb aTaKM Ha

CNNOXHble 3JIeMEeHTbl CUCTEMbI 3a CHET BbIHECEHUA (I)yHKLI,I/II/I NPOBEPKU B cneynanbHbIN
I/I3OJ'II/IpOBaHHbII7I KOMITOHEHT.

TunoBble L e 6e30MacHOCTU

TunoBble Uenu 6e30nacHOCTHU npu npuMeHeHnn LWabGsioHa BKKOYAKOT:

® 3alll1Ta 3/IEMEHTOB CUCTEMbI OT HEKOPPEKTHbIX, MI0X0 CHOPMUPOBAHHBIX AaHHbIX,
CNOCOOHbIX HAHECTM yLL,epOb Npu 3/1I0HAMEPEHHON SKCNyaTauun YyA3BUMOCTEN 3TUX
3/1EMEHTOB;

® OYMCTKAa AaHHbIX OT KOHPMAEeHLanbHON MHGOPMaL MM Nepen nepegadyen nx BHeWHeMy
HeLOBEPEHHOMY areHTy, B TOM 4YuCie nepen pasMeLleHneM B ceTax obLlero gocrtyna.

NMpeapnonoXxeHus 6e3o0nNacHOCTU

[MpeanonoXxeHma 6e30nacHOCTN BKIKOYAKOT N3BECTHbLIN popMaT AaHHbIX N U3BECTHbIN
NPOTOKON1 OOMeHa AaHHbIMMN.

[pennonoXeHns n ycnoBus, NPu KOTOPbIX LLABIOH HE MOXET ObITb MPUMEHEH: JaHHbIE,
KOTOpble TpebyeTcss KOHTPONMPOBATb, NOABEPratoTCsA WNGPOBAHUIO, N HET BO3MOXXHOCTM
paclwnepoBaTb NX HA YPOBHE KOMMOHEHTA, peasnin3yroL,ero NpoBepKy n obpaboTKy
OaHHbIX.

OnucaHue pelleHus

KpynHble U CMOXHbIE 3/1IEMEHTbI CUCTEMBI (Takne Kak 6a3bl faHHbIX, MUKPOCEPBUCHI N T.4.)
obnagaroT O6LLUMPHOW MOBEPXHOCTHLHO aTaku, B CBA3U C YeM YCNIOXKHAETCA 3afava
ob6ecneyeHna 6e3o0NacHOCTU U NpoBeAEeHUA NPOBEPOK ANA YCTaHOBNEHUA gosepua. [1na
YMeHbLUEHNA NOBEPXHOCTU aTaku cneayeT 3apaHee NpoBOAUTb MPOBEPKY BXOAHbIX
AaHHbIX Ha X 6€30MacHOCTb OTHOCUTENbHO 3TUX 3/IEMEHTOB, B TOM 4YucCre, TpebyeTcs
NpPoBOANTb HEODXOAMMYHK OUYMUCTKY 3TUX AaHHbIX OT JIEKCUYECKUX N CUHTAKCUYECKUX
KOHCTPYKUMIN, NpeacTaBNAWMX ONAaCHOCTb B OTHOLLUEHMN NOoTeHUMaNbHbIX YA3BUMOCTEW
951eMeHTOB cucTeMbI. NMoa06HbIE NPOBEPKY U OUUCTKY criefyeT BbIHECTU B OTAENbHbIN,
He60NbLUIOU, U30/INPOBAHHbIN KOMMOHEHT, OTBEYaloLW,Ui cneayroummMm TpeboBaHUAM:

® peanmMsauuno MoHUTOpPa 6€30NacHOCTU NEPECHINIOK (pPeXXnM paboTbl «B paspbIB» -
nepexsBaT BCEro BXOAALLEro NoToKa AaHHbIX 6e3 BO3MOXHOCTM 06X04a KOMMNOHEHTA);

® MosyyYyeHue Ha BXo[, MPOBEpPKY, OUNCTKY 1 nepeaavy Ha BbiXo[ NOTOKa AaHHbIX C
npUemMeMbIM YPOBHEM 3a4ePXKK 1 NOTEPH;

® MPUMEHEeHMEe NpPaBu NPOBEPKU N OUMCTKM JaHHbIX Ha OCHOBE OOHOB/IiIEMOro Habopa
npasun.

AN1IeMeHTbI CUCTEMbI, peanusyloLl,ein LWaboH:

® NCTOYHUK OaHHbIX;
® nonydartenb OaHHbIX;

® KOMMOHEHT, peann3yoLnii NPoBepPKY N 06paboTKy AaHHbIX Nepep nepenayven
nony4yartento.

BiaanmopgencTeme anemMeHToB WwabnoHa npeacTaB/ieHO Ha PUCYHKE 1.

MCTOYHMK gaHHbIX

KOMMOHEHT, peanunsyroLmn
NPoOBEPKY N 06paboTKy
(0YMCTKY) AaHHbIX

[MonyyaTtenb AaHHbIX

TPEGOBaHMﬂ K TEXHOJIOrMu pa3p860TKI/I 9JIEMEHTOB
CUCTEMbI

HeobxoanmMo NCKNOUYUTL KaHasbl nepepnaydn AaHHbIX MeXay NMCTOYHUKOM U MNnoJiydatesiemM
OaHHbIX, KOTOPblE MOT'YT ObITb NCMNO/b30BaHbI A4 nepegayn HeO6pa6OTaHHbIX OaHHbIX.
rapaHTI/IVI OTCYTCTBUA CKPbITbIX KaHa/1oB UJ1IN HEBO3MOXHOCTU UCIMOJIb3OBaAHUA TaKUX
KaHaJ10B aJieMeHTaMWN CUCTEMbI, peaiNn3yroLLLMMHA LaboH, MOTYT ObITb npenocTtaB/i€EHbI Ha
HU3KOM YypOBHE OTHOCUTEJIbHO peain3aLlnn LLabioHa.

Heobxoanmo obecneynTb dYTEHTUYHOCTb U UEJIOCTHOCTb KaHalla nepenayvyn aHHbiX
MeXAY KOMMOHEHTOM, peain3yrolinmM O4YNCTKY AaHHbIX, N NoJly4daTesieM OaHHbIX OJ1A
NCKTFOYEHNA noaaesikKn AaHHbIX N aTaKWU «4eJsioBeK rnocepegnHe. I'apaHTvu/l
dYTEHTUYHOCTU N LLEeJTOCTHOCTWN KaHalla nepenaydyn aaHHbIX MOy T ObITb npenocTtaBJiEHbI Ha
HU3KOM YypOBHE OTHOCUTEJIbHO peain3alnn LLabioHa.

Heobxoanmo peannsoBaTb NOAXOAbl K 06ecneyeHno KOPPEKTHOCTY MPON3BOAVMON
06paboTKM (OUYNCTKN) JaHHbIX, B MEePBYIO o4yepeab MeToM4Yeckme 1 KoonepauoHHble
nogxonabl, obecrneynparoLlme 6e30MacHOCTb N KOPPEKTHOCTb PaboTbl MPOrpPaMMHOro Koaa
KOMMOHEHTA, peannayoLl,ero npoBepKy n o6paboTKy (OYNCTKY) AaHHbIX.

OrpaHunyeHuUs Ha NpuMeHeHue WaboHa

[IpMeHeHne WabnoHa MOXeT ObITb OrpaHNYEHO B CUCTEMAX C TPEOOBaHUAMMU K
BbIMOJIHEHMIO B peaslbHOM BPEMEHM, a TaKXe B CUCTEMAX C MOBbILEHHbIMU TPEOOBaHNAMMU
K ®YHKLMOHaNbHOW 6€30MacHOCTU N HafeXHOCTU BCeacTBNne Heob6XoaMMoCTH
06paboTKM AaHHbIX 1 BOSMOXHOIO M3MEHEHUS AaHHbIX, YTO MOTEHLNANbHO MOXET
NOBNUSATb Ha BbIMNONIHEHNE YNOMSHYTbIX TPEb6OBaHMUIA.

donycTtumbie moagndukauum LLabnoHa

[onycTMO NPpUMEHATb WabnoH He TONbKO A1 06paboTKM (0YMCTKM) JaHHbIX, HO TaKXe C
Liesibio HopManusaLum unm n3aMeHeHns ¢opmaTta gaHHbIX Ana obecneyeHms nx
KOPPEKTHOW MHTepnpeTaLmnm nonydyaTtenem;

[onycTUMO NPUMEHATL LWabIoH C Lefiblo MOHUTOPUHIA 6e30MNacHOCTU AaHHbIX 6e3 UX
06paboTKN (OYMNCTKK), TONBbKO A9 MPOBEPKM AaHHbIX, KaK MOKasaHOo Ha PUCYHKe 2.

NCTOYHUK LaHHbIX

KOMMNOHEHT, peanusyoLmn
XXypHan
BanMgaLuo AaHHbIX

[MonyyaTtenb AaHHbIX

[lonycTuMOCTb Mogundukayumin, He BXOAAWMX B YKa3aHHbIN NepeyYeHb, A0/1KHa BbITb
060CHOBaHa NMpu NPOEKTUPOBAHUN apPXUTEKTYPLI U GOopMUPOBaHUN TPebOBaAHUN,
npenbABNAEMbIX K CUCTEME Ha OCHOBE Liefier U NpennosioXeHnn 6e3onacHOCTU 419 9TOW
CUCTEMBI.



